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* Senior Threat Researcher focusing on discovery
of APT Campaigns across APAC & Central Asia

* Research featured over multiple news outlets
such as Bloomberg, TheHackerNews & WIRED
Middle East.

* Previously delivered talks at FIRST Conference,
Virus Bulletin, AVAR, ROOTCON, RISEX,
VULNCON.

*  MMA Enthusiast.
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What / Who is Khmer Shadow?



Khmer Shadow : Summary

 Cluster targeting Cambodian Military intelligence & government
sector.

 Code-level attribution with Chinese-state oriented threat actor.

» Despite strong relations, previous instances have depicted
state-sponsored APTs from China had targeted Cambodia.

e Introduces a new loader known as NIGHTFORGE.

* Attribution based on OPSEC mistakes, code-overlap and a little
TLP:RED information.
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Khmer Shadow : Geopolitical Context

Acronis

SIHANOUKVILLE, Cambodia—China has signed a secret agreement allowing
its armed forces to use a Cambodian navy base near here, as Beijing works to
boost its ability to project military power around the globe, according to U.S.
and allied officials familiar with the matter.

The pact—signed this spring but not disclosed by either side—gives China
exclusive rights to part of a Cambodian naval installation on the Gulf of
Thailand, not far from a large airport now being constructed by a Chinese

company.
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Khmer Shadow : Geopolitical Context

Satellite photos show
expansion of Chinese-funded
naval base in Cambodia

Ream Naval Base now has two new piers

RFA Staff
2023.02.22

B 2 &

090d  2022.06.08
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Khmer Shadow : Geopolitical Context

Battleground Cambodia: Japan Tests |
Waters at China-Funded Port As PLA
Bets Big On S.E. Asian Country To Win
Indo-Pacific

By Sumit Ahlawat - /pri

< Share f | Facebook @& | Reddit

Cambodia’s recently upgraded Ream Naval Base hosted two Japanese Maritime
Self-Defense Force (JMSDF) vessels, Bungo and Etajima, on April 19, marking the
first time foreinn vessels had docked at the site since its unaradation with China’s

Baidu system set up ..

Information that a Baidu Navigation Satellite System will be set up at the Reem Naval Base. It was developed by China as
an alternative to GPS. This system can be used to steer missiles towards targets. In addition, the Pentagon reported in
March that Baidu could be used for troop movements. The military base is likely to be used to increase pressure on the rest
of the country in the South China Sea. This Cambodian naval base is very close to the vital Strait of Singapaore. More than
83,000 ships pass through this strait annually. This equates to 40 percent of world maritime traffic. In addition, Chinese ships
will have the opportunity to deploy in the southern part of the crucial South China Sea.

Tagged China
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Khmer Shadow : Geopolitical Context

From warships to robot battle dogs:
Cambodia, China begin largest-ever

military drills

Nearly 800 Chinese military personnel and more than 1,300 Cambodian soldiers are taking part in the drills that will last until May 28, the Royal

Cambodian Armed Forces (RCAF) said in a statement.

NEWS SERVICE by AFP
20:43. 14 MAY 2025 @why you can trust Hong Kong Free Press

Acronis

Cambodia, China Prepare to Launch ‘Golden
Dragon’ Military Exercises

Cambodia’s military says that this year’s iteration of the drills will set
new standards in terms of “scope, troop participation, and the use of
advanced equipment.”

ﬁ By Sebastian Strangio @ o o @ 9
A
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Khmer Shadow : Geopolitical Context

Wang Yi meets Cambodian officials as two
countries deepen cooperation

* 23:06, 26-Jun-2026

CGTN , Updated 17:23, 27-Jun-2026

Acronis

The two sides will continue to coordinate scenarios, timing, venues,
participants, and the list of modern equipment to be used in the
maneuvers, he added.

leadership attaches great importance to the exercises
and supports their further expansion, Ji Xiang said.

Eth Sarath said that the exercises are aimed at enhancing the capabilities
of the Cambodian army and do not pose a threat to any country.

"We must show the exercises between our two militaries are strong,
equipped with new and modern equipment, and suited to the current
regional and global situation," the general said.

In recent years, the exercises have expanded beyond land operations to
include coastal waters and the airspace of Preah Sihanouk province,
including the area of the which was upgraded with

Chinese support, the newspaper reported.

© Acronis 2026
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Khmer Shadow : Decoy Analysis

To: Ms. Pech Nget

Bureau: Information Collection Bureau (ICB)

Ministry: Ministry of National Defence (MOD), Cambodia
Date: March 10, 2026

Subject: Formal Proposal for Operational Collaboration and Information Alignment

Directed towards ICB a
supposed part of Ministry of
National Defence,
Cambodia
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Khmer Shadow : Decoy Analysis

As the Development and Investment Division prepares for the next phase of bilateral
operations between China and Cambodia, the role of the Information Collection Bureau
(ICB) is vital. To ensure the success of ourlupcoming mission in May 2026, | would like to initiate
a coordination process focused on the following operational pillars:

1. | Operational Data Alignment: Establishing a secure and efficient protocol for
information exchange between our division and the ICB.
2. | Resource Integration: Discussing the specific technical or administrative "Skills"
required from the ICB team to support the joint investment and development milestones.
3. | Site Visit Preparation: Coordinating the necessary clearances and logistical support for
my arrival and subsequent meetings with MOD personnel.

Legitimate reasons and legitimate calendar event,
legitimate “site” visit, supposedly Ream Naval Base

Acronis © Acronis 2026 16



Khmer Shadow : Decoy Analysis

| am eager to learn from your expertise and to understand how we can best integrate our
efforts with your current team. If you have already briefed Youthy or the EOD Administrative |
team on this matter, | would be grateful for a joint introduction to streamline our
communications.

| remain at your disposal for a virtual briefing via Telegram or a formal call at your earliest
convenience. Thank you for your dedication to this partnership.

Respectfully,

Chen Minglong Efforts to enhance legitimacy

Development and Investment Division
Beijing, China

Youtheapol(WIS M) In Khmer, youThea (or Yuthea)
typically relates to "battle," "strategy,” or "military.
Acronis © Acronis 2026 17
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Khmer Shadow : Attack Chain

g}m

WL A ive dergre

Contact_Letter.ToMs. Bundied Hles on disk
Pech_1CB_Cambodia O
n_Collaboration.pdf.exe
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Khmer Shadow :

Name - Size Packed Type Modified CRC32
e e
& Contact_Letter_... 4,702 37,064 Microsoft Edge PD.,, 3/9/2026 8:39..  OE85996A

| %] glib-2.0-0.dll 1,402,816 464,762 Application extens.. 12/16/20255:0.. 1DDICE23

| %] intl.dll 91,584 42,667 Application extens... 12/16/2025 5:0... AF3DDAD3
%] peredil 427,456 154,192 Application extens... 12/16/20255:0.. 70834940

| vmdriversys 108,551 58,634 Systemfile 3/10/2026 3:50... CESCE4EB

| %] vmtools.dil 241,152 101,976  Application extens.. 3/10/2026 3:50... BD1BD7ZB
17| VMwareNamesp... 33,656 18,037 Application 12/16/2025 5:0...  6A40BIET

Initial Spear-Phishing

;The comment below contains SFX script commands

Setup=cmd.exe /b start /c VMwareNamespaceCmd.exe && del VMwareNamespaceCmd.exe && del *.dll && del vmdriver.sys && "Contact_Letter To Ms_Pech ICB_Cambodia_On |l

Silent=1

Execution script

SFX-Archive contained script for execution

Acronis
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Khmer Shadow : Initial Spear-Phishing

[ Contact_Letter_To_Ms_Pech_|ICE_Cambo...

Microsoft Edge P...
4 glib-2.0-0.dlll Appli

! cation exten...
%] intldll plication exten
%] peredil lication exten...
%] vmdriver.sys System file

%] vmtools.dll Application exten...
||I|VMwareN!mespa:eCmd 12/16/2025 5:07 PM Application
L]
Security Detals Previous Versions
General Compatibility Digital Signatures Digital Signature Details ? X
Signature list General Advanced
Name of signer: Digest algorithm Timestamp =, Digital Signature Information
Broadcom Inc sha256 Tuesday, September ... 4~ | _This digital signature is OK.
Signer information
N Name: |Ernud:um Inc
Details E-mail: Mot available
Signing time: |Tuesday, September 10, 2024 4:59:34 AM
View Certificate
Countersignatures
Mame of signer: E-mail address: Timestamp
DigiCert Timesta,.. Not available Tuesday, September. .,

Signed-binary used for DLL-Sideloading

Acronis © Acronis 2026 22



Khmer Shadow : Technical Analysis

>

3 Imports fro

Export function being called inside the launcher
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Khmer Shadow : Technical Analysis

Dy
i or
fi o
fi -
. T

00 A40 38
el_SendOneRaw 00000001 A40 39
1/ IKG 0 00 A4D 40
[l vmCheck_IsVirtualWorld 103440

f DIEntryPoint

352
[main entry]

Malicious export present inside NIGHTFORGE Loader
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Khmer Shadow : Technical Analysis

vl = NtCurrentTeb();

WString CtorFromBuffer

ronmentBlock
g __1nt64)ProcessEnvirc
= WString_FindLastPathSeparator(v34);
WString Substr(v34, v36, @, v3);
if ( !(unsi __int8)WString NotEqualsCStr(v34, &word_180831A38)

sub_180004780( 4, v34);
if ( !(unsigned _ int8)WString NotEqualsCStr(v36, &word 180@31A38)

Resolving Image Path from Process Environment Block(PEB)

Acronis © Acronis 2026 25



Khmer Shadow : Technical Analysis

5 = WString_CStr(v36);
if ( (unsigned _ int8)IsRunningFromStagedLocation(V5)

F ( HideForegroundWindowAndCheckInteractive() )

WString_Concat((unsigned _ int64)v35, v36, (

5 = WString CStr(v35);

LoadDecryptAndExecutePayload(v6);

Staging and decoy-pop up

Acronis © Acronis 2026 26



Khmer Shadow : Technical Analysis

Hide Foreground Window

Acronis
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Khmer Shadow : Technical Analysis

memset (8

Unhooking NTDLL

Acronis © Acronis 2026 28



Khmer Shadow : Technical Analysis

The resolver scans each Nt* stub
for the 4C 8B D1 B8 signature to
extract syscall numbers and
bypass EDR hooks

Hell's Gate Technique

Acronis
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Khmer Shadow : Technical Analysis

Shellcode decoding and execution

Acronis

Shellcode execution

© Acronis 2026
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Khmer Shadow : Technical Analysis

Persistence using COM - |

Acronis © Acronis 2026 31



Khmer Shadow : Technical Analysis

sub_180007890(2147942414LL);

Persistence using COM - |

Acronis

cronis



Khmer Shadow : Technical Analysis

GetFuncAddress

X,
o)

GetFuncAddressByHash

ddressByHash

srd ptr . 1+

Acronis

KaynLdr & Havoc Demon — |

© Acronis 2026
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Khmer Shadow : Technical Analysis

wp | HavocDemon Config Extractor

KaynLdr & Havoc Demon - ||
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Khmer Shadow : Infrastructural Artefacts

https://sharin

Attention Required! | Cloudflare

B

Certificate

. # SSL Certificate ESllE a e
193.169.240.38:443 Ll}' Digital Signature: True
Inbound Issuer Organization : Key Encipherment: True
CloudFlare, Inc. value: 5
Qutbound Safe Basic Constraints:
Expiration Status : ubiest A1t Mane:
Status Code false Dns Mames: *.sharingfile.cloud, sharingfile.clo
ud
< Microsoft-HTTPAPI Subject Common Name Cr{ Distribution Points:
2 Gapyerua LLC CloudFlare Origin Certificate http://crl.cloudflare.com/origin_ca.crl
: X Authority Key Id:
Ukraine Subject Country : 24e853575d7c344087a%b04dbbac 11678 fc29a4
Furles] i - Subject Key Id:
dh Mykolayiv e R —
(1) 2026-04-12 08:23:26 Subject Organization :

CloudFlare, Inc.

JARM Hash -
3fd21b20d00000021c43d21b2...

Infrastructural details

Acronis © Acronis 2026



Khmer Shadow : Technical Details

[l Follow~~ (" Reanalyze & Download ~ = Similar ~  More

b3e853eeel4fbT948c6907888ee07139085ba%af4231c30e97ff6236b86ca024

PDF
CN_Contact_Work_Cambodia's_Ministry_of_Public_Works_and_Transport.pdf 128 MB 21 hours ago EXE —

peexe  64bits  executes-dropped-file  overlay  spreader

Scanned File type Name
2026-06-24 Win32 DLL vmtools.dll

2026-06-02 Win32 DLL glib-2.0-0.dll

2025-05-21 Win32 DLL intldll

2024-11-14 Win32 EXE VMwareNamespaceCmd.exe
2025-05-21 Win32 DLL pere.dil

2026-03-10 ? 1.pdf

Similarities & Differences with Campaign — |

Acronis © Acronis 2026
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Khmer Shadow : Infrastructural Artefacts

Acronis

Inbound

Outbound Safe

Status Code £

£ nginx

@ Hosting Solution Ltd
£ United States

dh Santa Clara

(© 2026-05-10 18:55:08

Hosting

104.193.255.99:8443 [
Inbound

Outbound Safe

< Microsoft-HTTPAPI

% Hosting Solution Ltd

£ united States

dh Santa Clara

@‘ 2026-05-03 10:42:15

Hosting

Pivoting via JARM Fingerprint — |

@ SSL Certificate

Issuer Organization :
CloudFlare, Inc

Expiration Status :
false

Subject Common Name :
CloudFlare Origin Certificate

Subject Country :

Subject Organization :
CloudFlare, Inc

JARM Hash :

@ SSL Certificate

Issuer Organization :
CloudFlare, Inc

Expiration Status :
false

Subject Common Name :
CloudFlare Origin Certificate

Subject Country :

Subject Organization :
CloudFlare, Inc

JARM Hash :
3fd21b20d00000021¢43d21b2

1a021c06e8abb8446
Extensions:

Key Usage:

Digital Signature: True
Key Encipherment: True
Value: 5

Basic Constraints:

SubicctAle AL

Dns Names: +.14 i.top, U

|oP
TrU Distribution PoOINts:
http://crl.cloudflare.com/origin_ca.crl
Authority Key Id:

Key Usage:

Digital Signature: True
Key Encipherment: True
Value: 5

Basic Constraints:

Subi ALt AL

Dns Names: +.linked: i.top, linked

Lor
TrU Distribution POINts:

http://crl.cloudflare.com/origin_ca.crl
Authority Key Id:
24e853575d7c344087a9¢b94dbbae11678fc29a4
Subject Key Id:

P A e e EANE L EFLA Ae aAFA FATA AR AL AAAA LA

© Acronis 2026
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Khmer Shadow : Infrastructural Artefacts

Product Spotight: Kieep track of what you have connescied o the Internel. Check out

104.193.255.99
£ 551 Cersticate

= Liwtes St Sata Clais

193.169.240.38

- L Eyh

Pivoting via JARM Fingerprint — |

Acronis © Acronis 2026 40




Khmer Shadow : Infrastructural Artefacts

C2 infrastructure overlap timeline showing certificate and domain registration events across both servers

Acronis

C2 infrastructure overlap

Acronis TRU

O sharingfilef.Jeloud

2025-12-03

2026-01-26

2026-03-10

2026-03-10

2026-03-31

2026-04-12

2026-05-02

O linkednewsapi{.Jtop O Both servers

O

(@)

Origin cert issued — sharingfile[.]Jcloud
Cloudflare Origin Certificate for * sharingfile.cloud. Valid until 2040-11-29.

SHARINGFILE[.JCLOUD

Origin cert issued — linkednewsapil. Jtop
Cloudflare Origin Certificate for * linkednewsapi.top. Valid until 2041-01-22, Same issuer, same CA authority key ID,

LINKEDNEWSAPI[.]TOP

SSL cert first seen — sharingfile[.]Jcloud
Historical SSL record. Thumbprint: 3b45d1b9¢3f2a30¢251058545381... First observed on SccurityTrails.

SHARINGFILE[]CLOUD

Havoe Demon DLL compiled
PE timestamp 2026-03-10 03:48:33 UTC. Embedded C2 config pointing to www.sharingfile[.]cloud:443.

SHARINGFILE[.JCLOUD

SSL cert rotation — sharingfile[.]cloud
New certificate thumbprint: ¢b64d13¢fee2¢648¢5d00d823284 1. Cert updated 3 weeks after implant build.

SHARINGFILE[.JCLOUD

Origin server last scanned — 193.169.240[.]38
CriminalIP scan. Server: Microsofi-HTTPAPI/2.0. 404 response, 18 bytes. Port 443 only. Kyiv, Ukraine.

SHARINGFILE[.JCLOUD

Both C2 servers active — identical JARM fingerprint

Shodan confirms both servers alive. Same JARM, same server header, same 18-byte 404 body. Only 2 matches globally for this fi

gerprint combination,

BOTH SERVERS

Timeline of C2 Infrastructure

© Acronis 2026
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Khmer Shadow : Pivotal Intelligence

Acronis

Khmer Shadow - infrastructure pivot graph
Acronis TRU | August 2026

Known 10Cs

sharingfile[.]cloud r;, 193.169.240[.138 K Malware hashes
Server.ua, Kyiv, UA 1852120a... (SFX 1

4 b
b3e853ee... (SFX 2)

linkednewsapi[.]top J, ¢ 104.193.255[.]199 1// 90bbfa9e... (Demon)

Hosting Solution, US 15278c52... (L

l

Pivot signature
JARM 3fd21b..86f5e + Microsoft-HTTPAPI/2.0 + 404 (18 bytes) + Vary: Cookie

|
|
296,360 JARM matches — 14 after stacking — 4 candidates

Medium

Strong

H 193.169.241[.]196 103.179.45[.]139

WebHorizon | JP

AS3236 | Server.ua LLC | Kyiv]  AS1490

T v

Same ASN, adjacent /23, iderftical JARMLi-port HTTPS (5443/8443)

CF Origin Cert, 18-byte 404, PowerDNSlameSilo}registrar match
Domain: gr.leowoo[.Jcom bknewsjinfotek[.Jcom

23.106.229[.]115
AS134351 | Leaseweb | JP

185.225.69[.]172

H AS30836 | ATW | HU

Shared infrastructure fingerprint

JARM: 3fd21b20d00000021c43d21b21b43de0a012c76cf078b8d06f4620c2286f5e
Server: Microsoft-HTTPAPI/2.0 | Windows-Azure-Web/1.x | CloudFlare Origin Certificate
Response: HTTP/2.0 404, Content-Length: 18, Vary: Cookie

Common services: SSH (OpenSSH/Ubuntu), RDP/3389, PowerDNS/53, SMTP/25
Known registrar: NameSilo, LLC

© Acronis 2026
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Overlap between code and technique

:

1208 ; Imports from v

NIGHTFORGE

(wchar_t const *)

pPage(void)

elob(unsigned long)

DLL-Sideloading

SHARDLOADER

Acronis © Acronis 2026 44
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Overlap between code and technique

DWORD *)v36 + 4)

6 = sub_180007BA0

COM-Based Persistence

) “' —Ql .:-:IRD 4 v { t s t *)operator new(@xCu);
((_DWORD *)v15 + 2) = @;

* ( (_DWORD

( (_DWORD

117 = S

*vl6 = (volatile si

sub 10002FDO(-2147024882); I('uclatila signed
- LA c = if ( 1vie
sub_18@82FDB( - 2147824582 ) ;

SHARDLOADER
Acronis
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Documents from Staging Server : TLP:RED

Acronis

NIENRAMG /IR EN™
SR FIUISTR S U EEINAUST
SHUNUISUSSMIHS SIS 7

4

| G d [U1]: Kh OS Siemreap Italic bold 13

unsfURSIl

AASMSNINeNS
QHIHUBINEB S 0 njny NN YIEE LY SREANG
guiginsS it oCeeEdMuMMA:8TE AUASUIREYNHMA: LIBKE San8/nIMG MY SBIRH/MIA SN
HNWENSUGGUUSES: g o uj/eIHFE Uumussdmong/nin SRIYS  BIRA/MIY AsSnm
HERULIB: 9dmokoocdn IS GIRIN S osBmmt Avin: lysreang@hotmail.com
USWGHULE SHEUI BTSSR U SHIMN SRU ST 3 A

pRtibaley 5

88 swA UNAGEHIEAYSEESSS & uns
HIHOamSisun

MAIUUGE:  AIOWERAREUMEUISIMNSSUIMMMUMIGH/Idmmums S snus
(r‘i&gﬂ ia)
SAHSIUUGNIAM LR USSR UTHUINSEAIUMIH S SDSH0 0Programming Database Management System

SRIHUNNE 1 U 0N eTBE A (NI U831 A BAITTITTT)

Powered by Doconut SDK LSS [Suigin Sum

AR AN ISR
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Documents from Staging Server : TLP:RED
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O T ey e o R AT W T W TP 4 B T4 R B T3 T b oo v i W T iy
ij'ii_ﬁ]srw_nmamr%mfsé*ﬁmﬁﬁtaésmiﬁgmﬁﬁmxm SN ﬁmmmﬁm;m;ﬁﬁmmﬁmmm&fﬁfﬁmi
HLNUMIMNEIE M NS TS B EHENIS N Q[ S M A
SSHGEISHENIASWAB UL NS G U INEESERSSU vy F(@Fhex | Map)
ST SNIENIHASIASHUSWUINE- R Se RN uS e an s /A/Esn
SHSEMASHEMAGUNIUNANS NISUNISINMEN A

10 805 LR SNY UL A SRR S I E S S SN UWIN@mNU S

SIS WVECHSHNIUATUNUSANHESHSGNUENES UaEmusuNisSsEatgluiuws8Is sy
UL EIRN H 0 S S U S et

-HUKSUBRAMMISLRUAIS NS S SWANIHINGS NS S TFBEIUS G UM H S BEMHAM G LN
SHMUliANSUN S Susics U o faumi i 1I) B M IR e S & (pEm)
SEHUNTFNISS NN S M SSUNS B & S1H SR WSS UM &t
RIS SR ius I WwMNIUIESSEIME WM USWSKISNLIHBGUMUHS SN
STUATHA TR IMISNIUSISHIAMSA YR A Y

MAIE W ANY 85IREN M5 N RIS U UNWEPEPERD #0-80)

. . = e e e - e
oM OO TN T NONATRNTOOATTTINIIACCI IO ATLINT TERHAPT NNTO TS sd

Weaponized sovereignty lure
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Documents from Staging Server : TLP:RED

Acronis

489
490
491
492
493
494
495
496
497
498

499 s R i

500

Attention

ServiceNow

ServiceNow

501 mww

502
503
504

DAU Dev LRS | LRS |

dev2.ndu.edu.kh

Targeting National Defence University of Cambodia

© Acronis 2026
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