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• Senior Threat Researcher focusing on discovery 
of APT Campaigns across APAC & Central Asia

• Research featured over multiple news outlets 
such as Bloomberg, TheHackerNews & WIRED 
Middle East.

• Previously delivered talks at FIRST Conference, 
Virus Bulletin, AVAR, ROOTCON, RISEx, 
VULNCON.

• MMA Enthusiast. Subhajeet Singha
Senior TRU Researcher
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What / Who is Khmer Shadow?
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Khmer Shadow : Summary

• Cluster targeting Cambodian Military intelligence & government 
sector.

• Code-level attribution with Chinese-state oriented threat actor. 

• Despite strong relations, previous instances have depicted 
state-sponsored APTs from China had targeted Cambodia.

• Introduces a new loader known as NIGHTFORGE. 

• Attribution based on OPSEC mistakes, code-overlap and a little 
TLP:RED information.
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Geopolitical Context
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REAM NAVAL BASE
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Khmer Shadow : Geopolitical Context
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Khmer Shadow : Geopolitical Context
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JOINT MILITARY EXERCISE
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Khmer Shadow : Geopolitical Context
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Khmer Shadow : Decoy Analysis

Directed towards ICB a 
supposed part of Ministry of 
National Defence, 
Cambodia
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Khmer Shadow : Decoy Analysis

Legitimate reasons and legitimate calendar event, 
legitimate “site” visit, supposedly Ream Naval Base
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Khmer Shadow : Decoy Analysis

Youtheapol(យទុ្ធពល): In Khmer, youThea (or Yuthea) 
typically relates to "battle," "strategy," or "military.

Efforts to enhance legitimacy
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Campaign – I 
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Khmer Shadow : Initial Spear-Phishing

SFX-Archive contained script for execution



22

Predefined text styles. Click on the chosen text style, press ⌘+Shift+C (macOS) or Ctrl+Shift+C (Windows) to copy, then do ⌘+Shift+V or Ctrl+Shift+V to apply this style to your text.

© Acronis 2026

Khmer Shadow : Initial Spear-Phishing

Signed-binary used for DLL-Sideloading
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Khmer Shadow : Technical Analysis

Export function being called inside the launcher
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Khmer Shadow : Technical Analysis

Malicious export present inside NIGHTFORGE Loader
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Khmer Shadow : Technical Analysis

Resolving Image Path from Process Environment Block(PEB)
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Khmer Shadow : Technical Analysis

Staging and decoy-pop up
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Khmer Shadow : Technical Analysis

Hide Foreground Window
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Khmer Shadow : Technical Analysis

Unhooking NTDLL
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Khmer Shadow : Technical Analysis

Hell’s Gate Technique
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Khmer Shadow : Technical Analysis

Shellcode decoding and execution
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Khmer Shadow : Technical Analysis

Persistence using COM – I 
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Khmer Shadow : Technical Analysis

Persistence using COM – II 
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Khmer Shadow : Technical Analysis

KaynLdr & Havoc Demon – I 
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Khmer Shadow : Technical Analysis

KaynLdr & Havoc Demon – II 
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Campaign – II
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Khmer Shadow : Infrastructural Artefacts

Infrastructural details  
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Khmer Shadow : Technical Details

Similarities & Differences with Campaign – I 
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Infrastructural Analysis
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Khmer Shadow : Infrastructural Artefacts

Pivoting via JARM Fingerprint – I 
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Pivoting via JARM Fingerprint – II
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Khmer Shadow : Infrastructural Artefacts

Timeline of C2 Infrastructure
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Khmer Shadow : Pivotal Intelligence
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Attribution
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Overlap between code and technique

NIGHTFORGE

SHARDLOADER

DLL-Sideloading

https://www.acronis.com/en/tru/posts/mustang-panda-targets-indias-government-and-energy-sectors/
https://www.acronis.com/en/tru/posts/mustang-panda-targets-indias-government-and-energy-sectors/
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Overlap between code and technique

NIGHTFORGE

SHARDLOADER

COM-Based Persistence

https://www.acronis.com/en/tru/posts/mustang-panda-targets-indias-government-and-energy-sectors/


46

Predefined text styles. Click on the chosen text style, press ⌘+Shift+C (macOS) or Ctrl+Shift+C (Windows) to copy, then do ⌘+Shift+V or Ctrl+Shift+V to apply this style to your text.

© Acronis 2026

Documents from Staging Server : TLP:RED
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Documents from Staging Server : TLP:RED

Weaponized sovereignty lure
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Documents from Staging Server : TLP:RED

Targeting National Defence University of Cambodia
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Q&A session 
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Thank you! 
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